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ABSTRACT
Cryptography the effective and secure protections of sensitive information are primary
concerns in commercial, medical and military systems. To address the reliability problems for
secret images, a visual cryptography scheme   is a good alternative to remedy the
vulnerabilities. Visual cryptography is a very secure and unique way to protect secrets. To
maintain the secrecy and confidentiality of images two different approaches are being
followed, Image Encryption and Visual Cryptography. The former being encrypting the
images through encryption algorithms using keys, and the later approach involves dividing
the image into random shares without the use of keys. Unfortunately heavy computation cost
and key management limit the employment of the first approach and the poor quality of the
recovered image from the random shares limit the applications of the second approach.
Keywords: Visual Cryptography, Secret sharing.

INTRODUCTION
It is now common to transfer information via the Internet. With the coming era of electronic
commerce, there is an Urgent need to solve the problem of ensuring information Safety in
today’s increasingly open network environment. The Encrypting technologies of traditional
cryptography are usually used to protect information security. With such Technologies, the
data become disordered after being encrypted and can then be decrypted by a correct key. So,
there is computational overhead in decryption process. The concept of visual cryptography
(VC) was introduced by Naorand Shamir in 1994 [1], which requires no computation except
the human visual system (HVS) to process decryption. They proposed a (k, n) threshold
visual cryptography scheme which encodes a given secret image into n shadow images?
(Shares), where any k or more of them can visually recover the secret image, but any k-1or
fewer of them fail to recover the secret image. The most notable feature of this approach is
that it can recover a secret image without any computation.

It exploits the human visual system to read the secret message from some overlapping shares,
thus overcoming the Disadvantage of complex computation required in the traditional
cryptography. The Naor and Shamir visual cryptography scheme (VCS) serves as a basic
model. It has been applied to many applications, which include information hiding, general
access structures, visual authentication, identification, and so on. Unfortunately, these
applications are all restricted to the use of binary images as input due to the nature of the
model. This drastically decreases the applicability of visual cryptography because binary
images are usually restricted to represent text-like messages. In 1997, Verheul and
VanTilborg [2] first tried to extend visual cryptography into gray level images. They used the
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number of gray levels existing in original images to form shares instead of using black and
White values only. The size of decoded image will increase by a factor of c k--1 when c ≥ n
for a (k, n) threshold scheme. So, in order to reduce the size of decoded image, input gray
level image is first converted into an approximate binary image called halftone image using a
technique known as space filling curve order dithering (SFCOD) technique [3, 4]. Then the
shares are created by using a visual cryptography schemes (VCS) for binary image. In the
SFCOD technique, thresholds are assigned to the pixels of the image along a space-filling
curve by subdividing the curve into congruent segments. This is achieved by replicating a one
dimensional dithering threshold array over the space-filling curve. In this manner the cluster
size is fixed in the process of half toning. This technique [3] reduces the size of decrypted
image for gray level image, but the quality of decrypted image depends upon the quality of
halftone image (depends upon the size of cluster during half toning). On one hand, if cluster
size is too small, the tone of the resulting image can be poor. On the other hand, if cluster is
too large, the resulting image can be grainy and thus blur out image details. In order to control
the quality of halftone image, we propose to use ordered dithering method, called adaptive
ordered algorithm that does half toning by using a space filling curve to perform an adaptive
variation of the cluster size. So by using this proposed scheme we get good quality of
decrypted image as well reduction of size which is shown by experimental result based on
picture quality evaluation such as such as Peak Signal to Noise Ratio ( PSNR), Mean Square
Error (MSE), average difference, normalized cross relation, mean absolute error, normalized
absolute error, and structural content.

LITERATURE SURVEY
Recently in the literature, many new methods have been implemented for visual
cryptography. In 1994 Naor and Shamir [1], have developed the Visual Secret Sharing
Scheme (VSSS) to implement this model[Naor95]. In k out of n VSSS (which is also called
(k, n) scheme), a binary image (picture or text) is transformed into n sheets of transparencies
of random images. The original image becomes visible when any k sheets of the n
transparencies are put together, but any combination of less than k sheets cannot reveal the
original binary image. In the scheme, one pixel of the original image is reproduced by m sub
pixels on the sheets. The pixel is considered “on” (transparent) if thenumber of transparent
sub pixels is more than a constant threshold, and “off” if the transparent sub pixels is less than
a constant lower threshold, when the sheets are stacked together. The contrast α is the
difference between the on and off threshold number of transparent pixels. This predicted an
optimal dissimilarity in k-out-of-n scheme to alleviate the contrast loss problem in the
reconstructed image. A visual cryptography scheme is a broad spectrum method which is
based upon general access structure. In k-out-of-n secret sharing scheme, any k shares will
decode the secret image, which reduce the security level.

Rijimen presented a new 2-out-of-2 VC scheme by applying the idea of color mixture. The
stacking two transparencies with different colors leads to raises a third mixed color.
A new method of Extended Visual Cryptograph for natural images is used to produce
meaningful binary shares which is predicted by Nakajima[2] in the year 2002 presents a
system which takes three pictures as an input and generates two images which correspond to
two of the three input pictures. The third picture is reconstructed by printing the two output
images onto transparencies and stacking them together. Generally, visual cryptography
suffers from the deterioration of the image quality. In this also describes the method to
improve the quality of the output image.

The earlier methods in VC, however, the color schemes for 2-out-of-2 secret sharing where
the reconstructed colors are interpreted by some mixing rules of colors. For color shares the
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general construction of a k-out-of-n VC scheme was first introduced by Verheul All of these
VC schemes for color images generate random pattern shares. Even though the decrypted
messages show messages with distinct colors, it is more desirable to produce meaningful
shares which are less suspicious of encryption. Some other approaches to color VC aiming to
generate meaningful color shares.

In 2006 the Zhan Zhou, Gonzalo, Race and Giovanni Decrescendo [4] have proposed halftone
visual cryptography which produce good high quality and meaningful halftone shares, the
generated halftone shares contain the visual information. In halftone visual cryptography a
secret binary pixel „P‟ is encoded into an array of Q1 x Q2 („m‟ in basic model) sub pixels,
referred to as halftone cell in each of the „n‟ shares. By using halftone cells with an
appropriate size, visually pleasing halftone shares can be obtained and also maintained
contrast and security. Based on the blue noise dithering principles the proposed method
utilizes the void and cluster algorithm.

ADJUSTMENT TECHNIQUE
Visual cryptography, the most notable features of this approach is that it can be recovery
secret image without any computation. It exploits human visual system to read the secret
message from some overlapping shares, thus overcoming disadvantage of complex
computation required in the cryptography.

Nair and Shamir introduced a simple but perfectly secure way that allows secret sharing
without any cryptography computation termed as a visual cryptographic scheme.  Of
encrypting written material (printer, text, hand, written notes, pictures etc) in a perfectly
secure way which can be directly by the human visual system. The idea is to convert the
written material into an image and encode this image into n shadow images. The decoding
requires only selecting some subset of these nimages, making transparencies of them and
stacking them on top of each other.

The original motivation was to safeguard cryptographic keys from loss. One of the best
known techniques to protect the data is cryptography. It is an art of sending and receiving
encrypted messages that can be decrypted only by the sender or the receiver Encryption and
decryption are accomplished by using mathematical algorithms in such a way that no one but
the intended recipient can decrypt and read the messages.

Visual Cryptography Scheme is a cryptographic technique   that allows for the encryption of
visual information such that decryption can be performed using the human visual system. We
can achieve this by one of the following access structure schemes.

Nair and Shamir‘s proposed encoding scheme to share a binary image into two shares Share1
and Share2. If pixel is white one of the above two rows of Fig. 1 is chosen to generate Share1
and Share2. Similarly if pixel is black one of the below two rows of Fig.1 is chosen to
generate Share1 and Share2. Here each share pixel p is encoded into two white and two black
pixels each share alone gives no clue about the pixel p whether it is white or black. Secret
image is shown only when both shares are superimposed. Stacking shares represents OR
operation to human visual system. OR operation is loss recovery.

If XOR operation is applied instead of OR then we can get lossless restore of the original
image. But, XOR operation requires computation. The physical stacking process can only
simulate the OR operation.
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It is for black and white images. Need more storage capacity as shares are four times the
original it is time consuming as single pixel encoding at each run.

Many advanced schemes were introduced when a colored image is encrypted. A multi-pixel
non-expanded scheme for color images introduced which can encode more than one pixel for
each run resulting same size of shares as secret image. The scheme achieves high efficiency
for encoding and this works well for general access structure for chromatic images without
pixel expansion but it generates meaningless shares.

The disadvantage of the above schemes is that only one set of confidential messages can be
embedded, so to share large amounts of confidential messages several shares have to be
generated.
In a construction of (2, 2) VC scheme a secret pixel is encoded into four sub pixels in each of
two shares. The decrypted pixel is obtained by superimposing the blocks in shares one and
two.

COMPARISION BETWEEN VARIOUS CRYPTOGRAPHY TECHNIQUES

Sr. No. Cryptography
Techniques

Advantages Disadvantages

1 Traditional VC Provide security for
binary image

Not generate meaningful
share image

2 Extended VC Generate meaningful
share

Contrast loss occur

3
Multiple secret
sharing VC No pixel expansion

lower visual quality

4 Progressive VC
Image can encrypt two
secret images between
Two shares. Rotating
angle is 90◦

Size of the shares is 4 times
the size of the main secret
Image.

5
Multiple secret
sharing VC

No pixel expansion
No absolute guarantee on the
correct reconstruction of the
original pixel

6 Halftone VC
Provide meaning full
share images

Tradeoff between pixel
expansion and contras of
original image
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CONCLUSION AND FUTURE WORK
In this project, we can add some more security features like Digital Signature in high level
transaction process. Visual cryptography technique is used to make the data secure. Here the
original data is divided into a number of shares which are sent through different
communication channels from sender to receiver.

As a future work we can add some more security feature like Digital Signature in high level
transaction process. Visual cryptography technique is used to make the data secure. Here the
original data is divided into a number of shares which are sent through different
communication channels from sender to receiver.
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